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Abstract: In the wireless sensor network, sybil attack nodes launch attacks by forging multiple identities.
If different sybil identities send messages with different transmitting powers, the sybil attack behavior will
be difficult to detect. To solve this problem, this paper proposes a sybil attack detection scheme based on
the angle of arrival CAOA) in a heterogeneous network environment. In this scheme, heterogeneous nodes
detect the angle of arrival from surrounding nodes, and use the angle information to establish a list of
suspicious sybil nodes. Through the information interaction between neighboring heterogeneous nodes,
the sybil attack node can be located cooperatively. For the special case of heterogeneous nodes, a single
heterogeneous node enhanced detection mechanism is proposed to detect sybil nodes. Through theoretical

analysis and simulation experiments, the scheme can quickly and accurately identify the malicious nodes,
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reduce the energy consumption of the nodes, and extend network life.

Key words: wireless sensor network; sybil attacks; angle of arrival; node cooperation
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Fig. 1 Sybil attack model
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Fig. 2 Schematic diagram of multi-heterogeneous node detection
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Fig. 3 Schematic diagram of single-heterogeneous node detection
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Algorithm pseudocode
Input: Heterogeneous nodes and normal sensor nodes.
for Each sensor node do
Broadcast ‘Hello” message
Build the received neighbor node list
end for
for Each heterogeneous node do
Record the received neighbor node’s AOA
if Some node’s AOA is same then

Heterogeneous nodes build the list of suspicious
sybil nodes
The heterogeneous nodes exchange the lists with
each other
end if
end for
if Heterogeneous node is density
for Heterogeneous node do
Compare the list of suspicious sybil nodes with
each other
if Different lists overlap is more than 2then
Nodes in the intersection section are sybil
nodes
end if
end for
end if
if Heterogeneous node is sparse
for Heterogeneous node do
Send the measurement packet and record the
time T, ,T,,T;,T,

Tg *Tl
T,—T, 21 then

Calculate the TOA and the distance(dS;)

between heterogeneous node with the

if

suspicious sybil node i
if The distance dS;=dS; (i) then
the node i and j are sybil nodes
end if
end if
This data is discarded
end for
end if
out put: The list of sybil nodes
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Fig. 6 Two algorithms’ sybil attack detection rate
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