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XSS attack detection based on Bayesian network
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Abstract: Cross-site scripting (XSS) attack is one of the most serious cyber-attacks. Traditional XSS
detection methods mainly focus on the vulnerability itself, relying on static analysis and dynamic analysis,
which appear weak in defending the flood of various kinds of payloads. An XSS attack detection method is
proposed based on the Bayesian network, in which the nodes are acquired with domain knowledge. The
ontology constructed with domain knowledge provides a good basis for feature selection, and 17 features
have been abstracted from it; besides, malicious IPs and malicious domain names collected from open
source channels make effective complement rules for the detection of new attacks. To validate the proposed
method, experiments were conducted on a collected real-world dataset about XSS attacks. The results
show that the proposed method could maintain a detection accuracy of above 90%.
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Fig. 1 Overall framework of applying the proposed method
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Fig. 2 High-level ontology of XSS
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S E B 2 AU 25 TP AL R AR A5 30 1.
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BEOCTE. AN JE A AR BE L AT R OGS iR R AN
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Tab.1 Features used in the BN model
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2 seript $E 8 prompt FU 14 FR¥ES (CHBUR
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4 img $U & 10 javascript $ i 16 EESCOEE
5 onload #{ & 11 HES )R

3.2 REIET)

L /NAT B T R AE AT T R B AR SO X
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AT L 2 Xof D i A B A i AR RN A
77 O B LA T SR A7 B o PR I AR S S v B 4
T Ab 3R, A0 5 a0~ 26 3R URL f# A5, ]S fig 1
HTML SR G5 55 1 f % . ASCIT RS %) fgf ity . 457 ik i
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Ak 5 2 640 A T AL B A 0 4 1t AT B k. Sk
T 0 B b S — Fh oA B Y B T AR S fil
HI SPSS 24. 0 A58 X —4£:55.

PbFESERESS , A< SO Python §" 0 PyAgrum®
PHTEER 2 2. PyAgrum P 4040 5 7R 22 i ) D
S S Sk TS SR 2T (B o T, X L
K H A AR S48 R F BDeu PEAF BEA 45 #0272
2 ] 53 ik DL R 5 S5 AN 3 B,

Wk T BRI B 14 DL ity D 2% 2 2, Gn SR SR 2
P S b L 5 BB B B b (TP B i3 44
TE 2O B o FEFIFH T U5 iy s 40Tk 26 ke H i) b
PEA RGN AR SR A TP R B 344 P
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0 14
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8
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Fig.3 The BN structure learnt by structure learning algorithm
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VI 85085 1 TE B 4T » Requests J& /2 Python i 5
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PSR U 1Y Python 4, RE A% A U A TEHUT
KA AR FH P 85 RO R B s £l

FEAL A R Bk 1Y) XSS #far A SRl 1P
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Hib3E S R s J7 0 127, 0.0, D), B
AR IE 0~~255 Z i ik A R FL g — R )T
IR0 E =33 AN i I i 1 0 i 2 U

http://agrum. gitlab. io/
http: //www. python-requests. org/en/master/
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https://www. crummy. com/software/BeautifulSoup/bs4/
doc/index. zh. html
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Mok B4 4 S HR IR RIS 75 28— 9 D 5K i
TR AT LM 5 TP sk A7 Oh 2. [, TP Mk
o n] U S AR It AT . R R AL r BE SR U
J A5 4 TP M HE DA HGa o o+ s A U5
P55 TEHURT 21 4 I U5 Bl 175 4 £ 47 X, 2 o 344
A A B2 D) 5 0 0 P2 AT HRT L o DL S J 2
W32 2510 53 R R i Wl 2. 24 225 LU X s A
K BB N 3 T P N AR A A R e ) DL o 34 0
28 R AE RS2 2% 10 SR A T AR I A (L P 4 35 O
X LE(ELAE D A A DL 307 19 265, AR AR 2519 A
AN FIBRZE IR R Tz A6 1L R 15 0

PG =
3.3 RBEIHR

R T BRSO R 5 AR G 5y A B RBCR i
DUTF U3 S A48 R 47 % L 52 56 - SVML AR R DL Sty
(naive Bayes, NB) . ¥ 48 Hi # (logistics regression,
LR) MR A (decision tree, DT) , iX #6432 E 4
575 scikit-learn® 3X— Python IHLEFF S P
f . AR ke 9206 M0t 19 XSS, H TE R
WP 5B E A BEN L B AE TR MRS 1) XSS #
A ECHE IE K ORI RE AR 1Y BT A RE AR
BEAS R il ingk 2 fivs.

®2 ERBERSEEBREEREES

Tab. 2 Samples of normal and malicious redirection requests

TEHEEA

B BB EREA

< A HREF="http://220. 181. 57. 216/”" >Click<</A>>
< SCRIPT SRC= http://www. qq. com/><_/SCRIPT>
<Ziframe src=http://www. baidu. com>>

< A HREF="http://66. 000146, 0X7. 147/”">Click<</A>

< SCRIPT SRC=http:// leonarderickson. chez. com/xss. js=><_/SCRIPT>

<Ziframe src=http://ccjbox. ivyro. net/index. html™>>

3 L A e IR AN [i) L 491 B AL R 48 380 0 3
T BRSO A 5oy 264  H o JEMERPESS SR
N 3 Pim.
x3 AEFERWERILE
Tab.3 Experimental results of different methods
Bl A3 SVM LR NB DT

0%  91.04% 97.00% 98.02% 99.18% 98.04%

5% 91.57% 94.65% 95.59% 95.46% 94.36%
10%  92.07% 92.26% 93.18% 91.77% 90.66%
15%  92.56% 89.86% 90.71% 88.07% 87.01%
20%  92.88% 87.49% 88.28% 84.38% 83.32%
25%  93.35% 85.07% 85.87% 80.67% 79.64%
30%  93.85% 82.73% 83.40% 77.01% 75.95%
35%  94.23% 80.32% 80.98% 73.27% 72.27%
40%  94.67% T77.94% 78.55% 69.60% 68.58%
45%  95.08% 75.53% 76.09% 65.89% 64.86%
MR 3 T LUE H 5 B AR AR 48 b 9] S5 A1 ) 1
ARSI RO B A (R W A 4 L A8 )
1 AE G RABOR T W A SO ERCR B BT
T H B e L K B 15 % 2 I, 24 4 B e ke
AR R I  A ST AT AT LIS 3 95. 08 %6 Y 1
T L e RS b 9k A R B B IR T 8040, AR S
D3 LT HA 7 vk 1 S AR B S, B 4 J 04 0 2 b
I FT DA sk i G AU R A 2 2 Pl ke, O FL
)5 1 TP k7] RIS A ey b T A R A

7T B0 2R 0 M1 41 AR SCO7 6 T A S I B
X LE LAY T i

4 #Hig

ARSCHR I T — BT DU 307 0 45 B XSS Tl
RGN 757 38 e AR RO FIIR B XSS i
FRRFAIE | T P05 A8 27 20 R AT DL IS8 19 46 ) 4544
7 Pt S 3 P AT £ 100 7 TP I 7 44 1 o AR ST
TIEARBE TRCR A0
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