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Abstract: Combinatorial testing, a method for sampling parameter combination in the parameter space of a
system , is suitable for systems in which failure is caused by a specific parameter combination. Based on the
results of combination testing, locating the minimal failure causing schema (MFS) can help programmers
to localize faults and repair them. However, combination testing might be affected by the mask effect, and
even test cases containing MFSs may not necessarily trigger a failure. Therefore, it is extremely difficult to
pinpoint MFSs in systems affected by the mask effect. A fault location method based on fault forest is
proposed. Given a set of t-way combination test (¢ = 2) and their augment test set, this method first

learns some basic fault trees which generate a fault forest, then extracts the basic suspicious MFS from the
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forest, and [inally orders those suspicious MFSs by their suspiciousness which will help programmers

perform further diagnosis. The simulation results show that the presented method can effectively identify

MFS. In particular, for the systems affected by mask effect, result is robust.

Key words: combinatorial testing; fault localization; fault forest; MFS

0 5

2H A I X B A SR G s AT
HFE L D fk 2 2805 0051 & R R T
T3 VR 5E Y O BRI ) 36 4 G S5 o 2 5 00 i 6 Y D)
1) e /NI FH 491 . K 22 B 4 & I i o R R
TR 3 A B I 81 A R 12 DA B A G S e B
PRI AT RO S AT Al A A A T Y 2
FEHEAT A ORI 1 12 Wz B Tz 6N Niu
SR H BN R 08 AR 20 (minimal failure-causing
schema) , & i i /N 2% 850175 PRUAR XA B 4 7 K
R R o S AR AN B m
B n S ASEC S BAE R me, B, i 7E
B R 1  A S8 G 23 1) A i/ N 2 3305 PR X
S ) A 205 00 1 45 SR R S it il I Ao ) O .

AT EA /DK MFS, Nie 4 #£ & 4~
5 R R e 205 ¥ i i B R 80 i
FHA e i) S 2 A7 A 48, o i e A = ) T g
TGRS Zhang 42 FIC @00 J5 3, % 7 B AL
fih 2 A9 A 2k A8 I 3P 46 4 O b kAT 0 U Ak, AR
J 38 3 3 A8 R 04 1 2 AT Bt e
HHERINE/DNKROFEF B Niv ST —
ANEEE JU2H & B2 MW (tuple relationship tree, TRT)
KA R A R EMERB R R A A TRT AT LU
b A 1B R 451 Y K H L 9 i A R R <X R
fffy s -t

Pk A E WM. 2178 & MFS
49 00 32K 48] v — i & AP 2R 25 Dumlu 45 5 8 78
B RS P, T 5BV (masking effects) fi 15
AT FR 5340 45 e /DN R AR 2 I AR 2 — 2 fih i B
PRI AR IS R G, B 42 & MES,
LI QL Ry QRN 1 R/ S T DN X 1 15 = S R A S
TN 0 A AR 5 17 10 T AR X BT 6 8 1 8 13K
B —Fp AT AT 09 O R H B A& AT BE MES B, OF
BRI R LAy R L2
Wi Yilmaz 55 5 U B 3 S Ak 43 BT 45 2 1Y
2H A DR L T LR I 401 52 2% IC s ) b i) T A
s 4 A AT Shakya %2R ) OPOT ) 2E A

i

JEFTRE 22 1 2 WO 3 491 o LA A 5 e o3 2R o T
BN T SR 1 5 R A B o T R A3 28
JIv ey A 1) AT S8 2 A5 PR X AR T AR T A Y i
D 2 A B R AR TE 2 A B L SRR
AR AEAS 2 B 43 S 2 2R

T R DL TR), AR SCHR T — b T i
AR LA B 5 007 5. 45 08— B LA
MIKEE (o = 2) B ICR X4 %053k B o4 > th
ZATRIE N ¢ 19 LA LR 73 S T 21 RS i e 2R
AR IR AR I R b 4 OB A S 3 SRR e I
X LA R 0o 2 L U E A T B R YL O e S 4 AR
Fr R ATt — 2

1 fHEXEX

BE IR A (SUT) AETE n A ABIE & 2
o, o, WIEKR A —DEHEES V. .SUT AThEH
He— A Z A SBOR BAE T BURM R 587 R
BRI R A B TC AN 1 PR IR DY T B
ZH0C8 H, OB M U, £ 1 &G T H S8
BUESES . I H B BUE LS 8 {Pc, Mac). 8 T J5 {8
WIS FRATA T AR OCE X

EX 1.1 M ) A 41 A 48] 4 ] SRR
HEE {(visvs0,) [ vy € Vo, € Vyaeer,u,
€V, JHp, VRN SE P, 4TRSS P Y
RS, o BV, i — A4 BAEME. (P,
WinXP, Explorer, NewUser).

®1 FUNREHNEEREIH

Tab.1 Configuration table of a system under test

EFCH  BAERSO) WA B H P U)
Pc Win2000  Explorer  NewUser
Mac WinXP Netscape  OldUser
089 Firefox
0S10 Mozilla
ENX 1.2 A-{EHA 2 6 F 5 A 44

%,g/l\ n ﬁéﬁ I:—.'",vll ’ —,"',vlk 7"'] %}i%'ﬂz
— A IR (n =k > 0O FEZTTAT, ol BV,
H ) — S [ A — 73R X L Rz 2 U n] LR



30 PR AR AR K F R

% 48 A&

AT 2 ke —=n B 3% k- fE AL RIS — A4l T 7).
#an, [ —, WinXp, —, NewUser ] Bl h — 1~ 2-{H
LS

EX 13 - HRIOEWE . —A k- R0
PR B 35 ot e~ 2 3 T A7) — 2 s A5 SR 1 2R .
SR B A I (A A Fir A D ] ) 247 g
IBAT LY I FL BB Ry - {E E 6 B XL AT BE R -1E K
PR R I - (EA5E 2 W A X g B AR G

EX 1.4 /b kAR BGHE FE AL IR — A
fe (L P A5 2 e /N R 21 L I LT A i 1 =X
B Ay TE AR B /N e~ 5 0 R X A e 1
R,

i FA7ETE mask effect, ffi 75 R A 0 128 H 4 i &
/NI MES, B 132 17 A 40 ik & 31 2R 2L

EX 15 REWMHEER —MREGEAESR
KATLIER KA MCA =M. N ., s} si st 0,0 JH
M R R ECH N ISR s R
MWBHIEES. si" FRBUEDN BN s SR

b
By A0 N =Dk ot BRTREZRANSWSEEH A

ok EVE

1AM EASEHMBEEMNRESE SR
MCA(9,4,2%4%,2,1) , AL 9 /A H 4], S %k
MR AH 2 ADSEEE R 2 4,2 A SE
HH A A TE N AT S 5m B R 2, TEAT A 92X 2 (1)
FHIFER 2 SCHAEE SR PRI 1 KA =D).

TERRAF I G B » 4 A 03k B 6% R 0 1 - % 4
B Ry T REAR DN A, LA A D3 1] 4 58
FE N M A AW T B AETG X TCAS #
Faat 2- el A3 RORE B 112 AN . e e
R e, T B i A AR MO 3 R g T
U T E T4 R © A 14 2 WO H 1) 5k 2 B = ]
il 2 1 2R Wi 3t 431

EX 1.6 FEARERES. — P EARESHIE
AR SRR A E WS HE, B
FEA I 2 38 3 ot B — A R A S AR i 2 T
43T 08 00 3% 803 ok an R O ik R W IR R — A
SRR BRAREA SR AL S BUR B A £

W e WO AR A kg — A AR R AR X A A i
PR LAY 1 DA A 35 8 7 o U0 L R A
1] DR Ay A A B i 3T ) e s — A SR
{8 55 2 W X A R [R) 5 PR ot s A= s B 0 4 B T
fish 2 AR R K

FRATTR T A A 0 A R ) 3t 285 2R 3 o i e
G3 SR KT AT B A AR 2 AT A

TEX 1.7 HCBE S JE M R A S R — Bl ik
X ERAE G 880 A7 43 25 B B T 25 4 L A g o T
(node) FIA 1131 Cedge) 20 A% 7 5 A7 76 WA Fp 2 L, 1Y
B SRS AL AR RN — S i A
FOR M B R N FR S E HE— A E. B 1
JIE 7R R — A~ WO 3 2R S A 4 T = A S 2R
L. (1) ¢ =0,a=33(2) c =1;(3) c=2.K00] 1
AT BE R AR 2, W B IRATT T — A ST

Bl 1 #Es2Em st
Fig.1 Example of fault classification tree
BORE o> KWk EE A ID3. C4 5 M
CARTY VBT 2R 7 248 1k 25 8 1 1 15 8
i 77 3 AR DOl 25 I8 B K 4R O B ORI DL K
FASHOREBHFEZE R AR C4.5
Ak

2 WMPEEMER
2.1 FHEEZE
WAL 2.1 i i Rs s A A A 4 3 40
@i i A1) T B A 8 15 78 55 0 ) LA — A K K
IS B A > o, A 1T 1 5 P 310 4 L 9 R A7
it I 5K ) R g 5 00 3K 2 U T B 22 A R T 4k
Bl o A R AR A AR R ST 185 428 1) Ry Ok 1) TR 7E XU . (565 2
~T7 A7) s @2 2] W AR AR A ALA 3k ) 4 Fn
D2 R 1) o L 2% ) 287 B 2R 3 28 1 0 I R bR
55 9 47 5 O W i 43 288 B W) $12 5 HE 44 56 ) T e e
AR B B 2N, PR IR BE MFS, #5155
Fp—ANFT5E MES 3570 58 HE4 (BB 10~13 17).
0B T AV AE S g DG Y 2 A R I AR AR
AR D) I B B9 AL 1T 88 MEFS. T FRATEZEAN 4
il 1% 2R AR Y, L K BT S MIFS $2 K.
it 2.1

input: SUT, Testsuits, ErrorVector

Identify inducing combinations

Output: a set R of suspicious combinations ranking
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1. //Step 1. Augment testing
2. for cach failedTestcase do
3 newTestcases<—generateNewtestcase(failed Testcase)
4. resultVector<—execution(SUT, newTestcases)
5. Testsuits<Testsuits U newTestcases
6. ErrorVector<-ErrorVector U resultVector
7. end for
8. //Step 2. learning fault classification forest
9. DF<learnFaultForest(testSuites,errorVector)
10. //Step 3. generateclassification rules
11. my<—generateFaultRules(DF)
12, =7 = generateMFS(x;)
13. R<ranking(x?*)
14. return R
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&% 2.2 Generating fault forest
input: TestSuits: a martrix d * n

ErrorVector:

K:the number of basic classification tree in DF

t:the depth of basic classification tree
output: DF: fault forest

1. // initialize weights for every test case
1
2. Vi<d.Mw,<—E

3. DF<(J

4. for i=1 toK do

5. // learn basic fault classification tree

6. Mtree, <

creatDTree(CTestSuits, ErrorVector, Mw, )

7. //compute error( Mtreei)

8. error(Mtree;) = :ilei Xerr(X;)

9. if error(Mtree‘)J< 0.5 then

10. jump line 4

11. end if

12. DF<-DF U mDtreg;

13. for each testcase failed to predict correctly do
14. // update M,,

1— (mDtree;)
Mw‘<— error(m ree; XM“

error(mDtreel)

16. end for
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17. //normalize Mw;
18. Mw<—norm(Mw)
19. end for
20. return DF
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Tab.2 The results on question 1
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Tab.3 The results on question 2

t=2 t=3 t=4
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Tab.4 The results on question 3
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) 1.0/1.0 0.67/1.0 0.5/0.75
S. /hitRate
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