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A multidimensional security index system and
quantitative level protection model

ZHOU Huansheng', JIANG Jianhui?

(1. Department of Computer Science and Technology, Tongji University, Shanghai 201804, China;
2. School of Software Engineering, Tongji University, Shanghai 201804, China)

Abstract: A multidimensional security index system was established by integrating information security
measurements and allocation of information security levels. A quantitative level protection model based on
security index was proposed. The security index of a system was evaluated by using a hierarchical method
based on grading. The problem of security level allocation was abstracted as a kind of linear programming
problem. Compared to models using conventional methods, the proposed model is more quantifiable and
operable. The application of the model was illustrated with an example of a real information system.
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Fig. 1 Security factors of information system
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