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Security issues and solutions on social networks

LIU Jianwei, LI Weiyu, SUN Yu
(School of Electronics and Information Engineering s BeiHang University, Beijing 100191, China)

Abstract: Social networks (SN) have the characteristics of immensity of data, huge clientele, openness in
information sharing, difficult customer relationship management, etc. Security issues, such as privacy
protection, identity authentication and data access control have increased enormously on such networks.
The basic concept, present development and main technology of SN were introduced. And specific security
risks according to its characteristics were also summarized from the aspects of data mining, traditional
threats and identity theft on SN. Furthermore, several existing security solutions of SN were described,
and their working principles were analyzed and compared. Finally, some hot security research topics were
given and the future research directions were discussed.
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based on K-Anonymity
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FEAGFE— LT g5, A key 2 PR B LR
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HIEFE.
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JHE e — 4% | P — 1 bR IR AT DL SR 3 P A A
B HSCPEIEW. TIS 2 4E DHT i it X B
— WA ZE A WAER P Rk S TIS M
15 1.

Safebook 4 2LHA U T JLAL

CI) NiEE

OF ) N RPN = v R RE | DL DRl R R

CIUD AL P U7 T 428 1) e B0 80 56 %

O™ k& B A5 T 06 245 3 B0 A% T 76 15 4T B
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TIE B 24 Rk
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3.4 Persona
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91 0 ABE 5 RGeS T P AR
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3.6 HIREHZTNEMRFER

A SCHT LA /Nl 3R 1 22 i 4D (14 4 58 ) 245 2
LAY T 5 BRI Z A A AR Z 5T R A TR] Y
FABE XA A2 W 25 1) <22 4 o T DA G4

SCHRL 34 T4 3 1 4 22 I 3l o7 e o v 1) S X6
PRUEE 7 0] B iE < R X FRIEE 238 F X A S i
AL A5 BB RLR O A, A3 BR 46 2 R R A5, HiAth
FH P JE¥E VI 0] (X 6 45 7 Bk AR T B A IO N 1Y
LARAVCE X P AR Bl 2 B R AR
N DU it 2 BT IR B TR) A, SCHR (34 T8 i 2
TS FR B E 1 B AL DR A T . SCHR (35 1 9¢ 1 A 52
25 b 1 P R R A N A OG B BE R T
F18 12 55 i oty ke 1140 7 22 4 B R AR 1R PR 5 T 1) 22 4 i
RTS8, SCHRL36 48 ) —Fhal I R iy L LA P AT N R
Hh G A D7 T 42 T RE 0 e e s e 4 ol SR s s ] L G



%78

FEEL S P Y 573

FA A ) R 2 4 ) 2 L BRI e A, T L i B R 2R
AR D7 1) P i 75 5. SCHR [37 JIA Dy 4 52 9 4% J2 AN [+
AR CREPR (ALZL T i K B b B AT Y SC R
FfE B H., I 4R 1 T 207 & VR R A 22 I 2% B
AR TT 58, SCHR[38-39 195 H 25 JE A 58 9 2% b X4l
R S A Jo 408 Js 9 3 o S HOGHE 23 A A A5 B
A AT LA A ST B 1) TRD R O 4Rt T R N S 2k
e

4 ZEHTWMEARTHREE

B 4 52 0 2% 7 T A AN W %t L HG 22 4 [ i A
H £ 28 L 75X T %2 A4 58 19 2% g ke 5 58 1) F 5 aod
e BT AR 22 BT O (R AL AR SCH H R AE T
LRSS O 2% 1) 22 A () 5 N © 2 A7 TR 1Y 22 A4 A0 I 4%
fifp TR T 58 5 JE AR 22 4x At 58 W 45 BIF 5 40 BOR R 1 K T
J5 1), HAR M, T RUEZE R LA I

CLD) Torhi k58 W 28 B 52 3L 5 %8

Btk B S ) 46 T P B A7 Al 4R TP RE S R Y
[A]L, LI P2P [ 28 A 0 JiG J2 A 52 9 46 749 o i AL ZUE
2L T A S R 265 T8 D AR i PR T 58 HITE T %
B bl IR 95 4% . LA — Fh o A 3R T7 58 77 il R A% B

CID> a1 22 4 7 i FOIN 2% A% i 7 58

i85 ) 4% 2R A B T rh Al a8 B T R o A X
A48 B H BGRB8 5 PR AR IR I >4 52 ) T L.

(I e fefs BT %

LM R 5 A T R LT
iR U5 R4 ) SR SR Al b SE R T P e A 2
) B (5 AR & L WF 5008 10 7 15 B 3 4 A 4 B A0
FUE g SCU TR R B9 £ B 07 52 H A AR TR IR
ANTRV Y P A5 R R BE Bl S B9 N BE U ) R IE FA

(V) 24 By iAiE 7 5.

BRI AL 58 09 P 44 0 i 1 8 sk 5 AU B Hh
B RSO0, 85508 BUAGIE T 3L F R 2 e B
T IETT 56 RAEHT P 2E A R GET I 535 By 4R 11
FRFEAIY L2 AWy 7 A Tt 2 e DL BOT P B 0y
AL E R RS,

(V') TCERAT 5 0 255 422 4 ) 5L ) BF 5 I fip ke

il & 8% 22 19 B8 2l 2 g R )R R 8 28 i 13 4% 1R
RE AN T 4 55 o A2 LI A I 4 O 2% 3 A A 55 = T K
PRIZAT I 2K TR I 368 3k 5% 2l 2 i B IF I 42 A 49
2R MR Ss  BE— AP HEBE T P A S 0 45 4 52

FF P R 5 (R S BT b B8 2 e 2 I % 1 < 3l g P A
WhBR A B IR T JC 2k N 2% 19 I R P L (45 45 3
FEAE I 45 THT G 5 T 2 T ) 2 A R

(VD) #E2Z 28 Fll 2 TS 45 5 1 0 5 5 4k 2
2 N 22 4 [R) LAY fige e

TR A A I 4% 2 H R R 1) T A R 2%
of FHAR 2. A A8 I 4% e 1T P 2 ) i A2 A 06 & L TR
BF 95 B Kt B A7t = 0 IR S5 AR B ) — A
5 TG A6 2 HOHE A7 i s 33X 8 75 4k 52 R0 26 = 3 B A
G580 7 A 0 I AR R — R R R . H T,
EA P E R 432 = (social cloud)” B HE&HY, I
T8 e A e L PR, B T AR S I =
TR IS o3 B HE rp (0 22 4 1) 3L, O 4 4 22 4
A A5 08 B A At R 2 LT 2 2 A 3 T 4 T
G PR

5 it

ARSCE FeA 48T #1238 45 1 & Ji& [y 5 R0 iy FH 3R
AR S TG A 4k 28 I 2% 2 4 3R OR 22 4 ] R (%) 5 fi
b AT LR A R SR B A R OT SR X
JUR gk e T Z2 B LA R A T P B2 D L 5t 5 1] 42 i) A
P e BOHE U 10) 2% R H AR S B0 AN [ 0 37 55 4 it
TENTEMN R G, H ., VisualSec L ID-
based Jn# 2 e by FL i, 52 0 LUK A 15 B & 0 b
W BRI % 7 % s Social-K #2117 — F0 8% 3h 1 52
W 25 B FA PR 37 77 % 5 Safebook #E TG .0 B 41 38 W
ZRIRN TS5 G DHT BIELE QR UE B 2 2 A7 4if L 5
R AN ) 4 ] ) B Al b B & 1 18] 3K % Persona DA
Jo 53 Hb— TS T 1 2H 40 1 B AL DR 97 7 R SR
b B AE T BE T AR o SR A A B T R O %O
W Z A 7E T A # 3 T ABE 836, 3% 2 4t 41 i
TR MR H RN T AANITR IR T
I OB T HE R 1 A BN A BE L 52 i R A
TR, A, R4 48 7 A 5 b ER XA (] 0] 2 1
e o el LA 25 Oy I S SR O 7 o o a s U S 0
FER R RBIE 5T J7 10 T LAUA 24 B e B2

2 % 3 ik (References)

[ 1] Boyed D, Ellison N. Social network sites: Definition,
history, and scholarship [ J]. Journal of Computer-
Mediated Communication, 2008, 13(1): 201-230.

[ 2] Ahn G, Shehab M, Syuicciarini A. Security and
privacy in social networks [ J ]. IEEE Internet

Computing, 2011, 15(3): 10-12.



574 T EAFHERKFFR

% 41 %

[ 3] Nagy J, Pecho P. Social network security [ C]//
Proceedings of the 3rd IEEE International Conference
on Emerging Security Information, Systems and
Technologies.  Athens, IEEE Computer
Society, 2009 321-325.

[4] Zhang C, Sun J Y, Zhu X Y, et al. Privacy and
security for online social networks: Challenges and
opportunities [ ] ]. IEEE Network, 2010, 24 (4);
13-18.

[5]Luo W M, LiuJ B, Liu J, et al. An analysis of
security in social networks[ C]// Proceedings of the 8th
IEEE International Dependable,
Autonomic and Secure Computing. Chengdu, China:
IEEE Computer Society, 2009: 648-651.

[ 6 ] Douglis F. It’s all about the (social) network[ ] ].
IEEE Internet Computing, 2010, 14(1): 4-6.

[ 7] Weaver A C, Morrison B B. Social networking[ J].
IEEE Computer Magazine, 2008, 41(2). 97-100.

[ 8] Irani D, Webb S. Pu C. et al. Modeling unintended
personal-information leakage from multiple online social
networks[J]. IEEE Internet Computing, 2011, 15(3);
13-19.

[ 9 ] Limsaiprom P, Tantatsanawong P. Social network

Greece:

Conference on

anomaly and attack patterns analysis C]//Proceedings

of the 6th TEEE International Conference on Networked

Computing. Heidelberg, Germany: IEEE Press,
2010 11-13.

[10] Hogben G. Security Issues and Recommendations for
Online Social Networks[ R/OLJ]. European Network
and Information Security Agency, 2007 [ 2011-04-20 1.
http://www. enisa. europa. eu/doc/pdf/deliverables/
enisa_pp_social_networks. pdf.

[11] Hogben G. Security issues in the future of social
networking[ R/OL]. W3C Workshop on the Future of
Social Networking, 2009 [2011-04-207]. http://www.
w3. org/2008/09/msnws/ papers/Future_of _SN_Giles_
Hogben ENISA. pdf.

[12] Choi J Y, Neve W D, Plataniotis K N, et al.
Collaborative face recognition for improved face
annotation in personal photo collections shared on
online social networks [ J ]. IEEE Transactions on
Multimedia, 2011, 13(3): 14-28.

[13] Poppe R. Scalable face labeling in online social
networks [ C]// IEEE International Conference on
Automatic Face &  Gesture Recognition and
Workshops. California, USA: IEEE Press, 2011:
566-571.

[14] Gao Y, Deng L. W, Kuzmanovic A, et al. Internet

cache pollution attacks and countermeasures [ C]//

Proceedings of the 14th IEEE International Conference

on Network Protocols. California, USA: IEEE Press,
2006 54-64.

[15] Jagatic T, Johnson N, Jakobsson M, et al. Social
phishing [ J]. Communications of the ACM, 2007,
50(3): 94-100.

[16] Douceur ] R. The sybil attack[J]. Lecture Notes in
Computer Science, 2002, 2 429 251-260.

[17] Maheshwari R, Gao J, Das S R. Detecting wormhole
attacks in wireless networks using connectivity
information[ C]//Proceedings of INFOCOM'07: 26th
IEEE  International Computer
Communications. Anchorage, AK: IEEE Press, 2007 :
107-115.

[18] Ge M, Lam K, Wang X Q, et al. VisualSec: A secure

message delivery scheme for online social networks

Conference  on

based on profile images [ C ]// Proceedings of
GLOBECOM’09. Global
Conference. HI, USA:. IEEE Press,2009: 1-6.

[19] Shamir A. Identity-based cryptosystems and signature

Telecommunications

schemes [ J ]. Lecture Notes in Computer Science,
1985, 196 47-53.

[20] Beach A, Gartrell M, Han R. Social-K: Real-time K-
anonymity guarantees for social network applications
[ C1// Proceedings of the 8th IEEE International
Conference on Pervasive Computing and
Communications Workshops. Mannheim, Germany:
IEEE Press, 2010: 600-606.

[21] Beach A, Gartrell M, Ray B, et al
Social Aware: A Security Framework for Mobile Social
Networking Applications: [ R]. Boulder, CO, USA;
University of Colorado at Boulder, 2009: Technical
Report CU-CS-1054-09.

[22] Beach A, Gartrell M, Han R. Solutions to security and

Secure

privacy issues in mobile social networking [ C]//
Proceedings of the International Conference on
Computational Science and Engineering. Vancouver,
BC: IEEE Press, 2009: 1 036-1 042.

[23] Sweeney L. K-anonymity: A model for protecting
privacy [ J ]. International Journal of Uncertainty,
Fuzziness and Knowledge-Based Systems, 2002,
10(5) : 557-570.

[247] Cutillo L A, Molva R, Strufe T. Safebook: Feasibility
of transitive cooperation for privacy on a decentralized
social network[ C]// IEEE International Symposium on
a World of Wireless, Mobile and Multimedia
Networks & Workshops. Kos, Greece: IEEE Press,
2009: 1-6.

[25] Cutillo L. A, Molva R, Strufe T. Privacy preserving
social networking through decentralization [ C ]//

Proceedings of the 6th International Conference on



% 7 AR LE R A P R B R Oy R 575
Wireless ~ On-Demand  Network  Systems  and [34] Tang C, Wang Y G, Xiong H, et al. Need for

Services. Snowbird, UT:. IEEE Press 2009: 145-
152.

[26] Cutillo L A, Molva R, Strufe T. Safebook: A privacy-
preserving online social network leveraging on real-life
trust [ J ]. IEEE Communications Magazine, 2009,
47(12): 94-101.

[27] Maymounkov P, Mazieres D. Kademlia: A Peer-to-
peer information system based on the XOR metric[ ] ].
Lecture Notes in Computer Science, 2002, 2 429:
53-65.

[28] Baden R, Bender A, Spring N, et al. Persona: An
online social network with user-defined privacy[ C]//
Proceedings of the ACM SIGCOMM 2009 Conference
on Data Communication. Barcelona, Spain: ACM,
2009 135-146.

[29] Bethencourt J, Sahai A, Waters B. Ciphertext-policy
attribute-based encryption[ C]// IEEE Symposium on
Security and Privacy. California, USA: IEEE Press,
2007 321-334.

[30] SunJ Y, Zhu X Y, Fang Y G. A privacy-preserving
scheme for online social networks with efficient
revocation CJ// Proceedings of INFOCOM 2010. San
Diego, USA. IEEE Press, 2010. 1-9.

[31] Boneh D, Franklin M. Identity-base encryption from
the weil pairing[J]. SIAM Journal on Computing,
2003, 32(3): 586-615.

[32] Fiat A, Naor M. Broadcast encryption[ ]J]. Lecture
Notes in Computer Science, 1994, 773. 480-491.

[33] Boneh D, Crescenzo G D, Ostrovsky R, et al
Public key encryption with keyword search [ ] ].
Lecture Notes in Computer Science, 2004, 3 027: 506~
522.

symmetry: Addressing privacy risks in online social
networks [ C]// Proceedings of IEEE International
Conference on Advanced Information Networking and
Applications. Biopolis, Singapore: IEEE Press, 2011
22-25.

[35] Vicente C, Freni D, Bettini C, et al. Location-related
privacy in geo-social networks [ J]. IEEE Internet
Computing, 2011, 15(3); 20-27.

[36] Park J, Sandhu R, Cheng Y. User-activity-centric
framework for access
networks[ J]. IEEE Internet Computing, 2011 (99):
1-9.

[37] Zhan J. Secure collaborative social networks[J]. TEEE
Transactions on Systems, Man, and Cybernetics,
Part C: Applications and Reviews, 2010, 40 (6):
682-689.

[38] Singh L, Schramm C. Identifying similar neighborhood

control in online social

structures in private social networks[ C]// Proceedings
of IEEE International Conference on Data Mining
Workshops. Sydney, Australia;: IEEE Press, 2010:
507-516.

[39] Tripathy B K, Panda G K. A new approach to manage
security against neighborhood attacks in social
networks [ C]// Proceedings of IEEE International
Conference on Advances in Social Networks Analysis
and Mining. Odense, Denmark: TEEE Press, 2010:
264-269.

[407] Chard K, Caton K, Rana O, et al. Social cloud: Cloud
computing in social networks[ C]// Proceedings of the
3rd IEEE
Computing.
99-106.

International  Conference on  Cloud

Florida, USA: IEEE Press, 2010:



