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Reliable multicast protocol based on reputation

mechanism in wireless multi-hop networks

XU Li, JIANG Jiaming

(Key Lab of Network Security and Cryptologys Fujian Normal University, Fuzhou 350007, China)

Abstract: To improve the reliability of the multicast tree and the efficiency of multicast, a multicast

protocol based on reputation mechanism was proposed. The protocol took into account reputation value of

the nodes in constructing the multicast tree, thus excluding the selfish nodes from it, making the multicast

path comparably reliable. Simulation results show that proposed protocol can significantly improving the

efficiency of multicast at a lower cost.
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Fig. 1 Diagram of virtual minimum spanning tree
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ROUT (s, pack)//This is a function for processing various

types of packets.

s: the current node; pack: received packet;

iPack-Type, iForwarder<—Abstracting information;

switch(iPack-Type)

case RDREQ:
if (true==bBenign&. &.false==DbReceived)
if (s = = iDestination) send RDREP-packet to
iForwarder;

else iForwarder < s; Records (( iSource,

iDestination) , iForwarder)
end if
else discards this packet;
end if; break;
case RDREP:
if (s==1iDestination)
destination-node, next-hop, minPA, toPA, &<
iSource, iForwarder, iMinPA, iToPA, ie;
else ie+=1, iToPA+ =power;
if (power<iMinPA)
iMinPA = power; source, destination, nexthop
<—iDestination, iSource, iForwarder;
end if
end if; break;
case DATA.
if (s==1Destination) sends DACK-packet;
else forwards DATA-pack to next hop node;
updates next hop node’s reputation; broadcasts
UPDATE-packet to neighbors;
end if; break;
case DACK:
if (s==1iDestination)
minPA— =ENERGY CONSUMPTION, to PA—=
ENERGY CONSUMPTION * ¢
else forwards DACK-packet;
end if; break;
case ROUTFAILED:.

if (s==1Destination) deletes related items;
if (0==routnumber) sends RDREQ-packet;
end if
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else forwards ROUTFAILED-packet;
end if; break;
case UPDATE.:

if iSource is an honest one, updates R;,;

else if iSource is trustable, updates R,,; and T, source

according to equation (5) and (6) respectively;
else updates T isour according to equation (6) ;
end if;

end if; break;

}
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