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A network self-protection mechanism
based on multivariate abnormality analysis

XIE Lixia, DAI Qikui, YANG Hongyu

(School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China)

Abstract: A network self-protection mechanism against network attacks was proposed based on the
network self-protection theory and multivariate abnormality analysis. According to PDRR theory model,
the main function modules of network self-protection system were designed. By applying multivariate
abnormality analysis theory, a flow-based multivariate abnormality analysis network attack detection
algorithm was proposed. The algorithm uses a metric of abnormal distance to classify network flow into
different types and prioritize the routing of different network flow packets, thus reducing the impact of
network attacks against the normal traffic flow. Experimental results demonstrate that the proposed
mechanism can significantly protect the network against attacks.
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Fig. 1 The multivariate analysis model
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Fig. 2 The measurement index state curve
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Fig. 3 Function modules of self-protection system
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Fig. 8 Network packet loss rates without the anomaly

analysis self-protection mechanism

B, Y 7E N 2 v 45 B bl 2 b R SO Y SR
Mr 3 B B ML E B AT B )55 Code Red 1T 4%
T X 1E ) 45 8 {5 5 e
ﬁﬁ#ﬁ%ﬁﬁﬂixﬁtﬂ%ﬁﬁ%ﬁfﬁiﬁﬁ)ﬁm
il AT LS A SR A 3 ™ E Code Red 1T 5% M 2 o %
1EH 46 il A5 52, #5147 T Code Red 11 7™ 5 4
dAT L S B, RS, SR P EHL 53 5
Group 3 HIR % #8 EHL 1-15 22 ] /Y 1E 3 M 48 W AVE R
Wt 42,324k flow 3'. & 10 A 11 50 B T

100
90 e e e i —— ﬂDW] .
80 T I . ﬂ0w2 . |
‘?0 e - ﬂ0W3 .
60 e e e ﬂDW4 o
50 L. — . |

40 P

30

20
10
1] P e— W e i D R

0 100 200 300 400 500 600

e a] / s

9 EARESMBEMPNHINENEREGSSR

Fig. 9 Network packet loss rates with the anomaly
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analysis self-protection mechanism
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Fig. 11 Network packet loss rates with the anomaly

analysis self-protection mechanism
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