41555103 ¥ B #4 2 £ £ % & 3 4 Vol. 41,No. 10

2011410 H JOURNAL OF UNIVERSITY OF SCIENCE AND TECHNOLOGY OF CHINA Oct. 2011

S . 0253-2778(2011)10-0907-08

ETEMINBHRZERAHR

mEN,HD> A E
b3 Tk KA ML= BE . AL 100124)

WE. G TEMMNGZHBEEARN 2% R GERE AEFR S ZARRZK T R E NG,
RE—FAT Xen W Z2EZH . THAAZLESBEINZEM L FRIELDRE, 2 IH . A
BRABABREIFGHER BT RER VA THREY EUN T O Z LB AL, EHFRTLAERFKY
B EZHey s At B AR F R 1/0O HORW £ 4% 45 AR 3] oy, BA 52 R ML IR AE R AR VT
FHATEMNG R AR RESR R BERE SR INAGRELZ LA S ARG, B LA 5%
84 iE A M.

KR WA T8 B AT ; A AR R LI 5 R il

FESES . TP338 XHERFRIZAD . A doi:10. 3969/j. issn. 0253-2778. 2011. 10. 011

Research of security technology based on virtualization

LAI Yingxu, HU Shaolong, YANG Zhen

(College of Computer Science, Beijing University of Technology, Beijing 100124, China)

Abstract: A universal architecture based on Xen was presented, which had traditional security tools
transplanted on it and in the meantime guarantees their functions, such as memory and file system
scanning, and active defense. Since most components of the security tools are transplanted out of a
protected virtual machine, the architecture provides higher security than traditional ones. What's more, it
uses paravirtuliation I/O technology to minimize the cost of the virtual machines. Finally, this architecture
allows current security technologies based on virtual machines to be integrated into itself conveniently,
with no need for the operation system and application running on it to be modified.

Key words: virtual machine; isolated execution; memory protection; VM introspection; paravirtualization

0 2= Xt TR R R U ek Wi A A o Y A 3G )RR AR
17 0Bl 5 FiR A U R A . i T H RS R

HHT B R R B RO TR R PR R A BTy A TR AR R O L B —Fh
PR AR G A A OB IR . xRS R R POk AR A O B AR T R R L R T B
UL B BRENTIMABIR A RGERATREN. A5 ShBEEoR M )™ 4. X FhHORTE 5 58 H i 4 A K
SRV R SR R BURFAE A5 A J7 ORI M RE . IR — BRI B R SCA T O E R, e

Wi B H.2011-04-28; & B B #A:2011-06-27

ES&WA . B RE ML R O73) 114 (2007CB311100) , B &K [ R B34 (61001178) , L 5T H SR BF 2 B 4 (4102012) , Jb 5t i
HEHZ SRR RIHTE E5H (KM200810005030) « b 52 11 /& i 45 248 A A SR #4035 H (PHR201108016) , b5 Tk K

YEE BN BB GRIRAER) . 2 1973 4R W+ /Rl #z. BEFE 05 i M4 % 4 0l {53155, E-mail: laiyingxu@bjut. edu. cn



908 T EAFHERKRF FR

% 41 %

e P SE Wy b BRI AT

i = O A R e S T PR SR G P AT L 3
PR G & BB AR 25 5 907 3 e P A A
9 L W BCR AR G RO 7 B 22 4 (RS AL
JUR R AT A R 2 L 42 I8 BT P A 2 A A
F1 2l 5 P i EL PR R 3l AR R iR O L X T
R A L R BCR S m ALBR. 5381, i 3
AR R G E I =N A R, — BB B ERR i
IETEFLAE N AZ S BI AT 15 T] AT An] 2 40 5 A AR 5 38
LA

UTAF R L Bl BE P REAY B 7T, B AL BRI BR
e S B s OGRS TAEA - s LR UL I
AT 7 M AUUAL M A )2 T S B X R UL B N A AR
A7 B B AT 4 TR P R B A PR T R 4E

FEARSCH, B e 0 e AL BOR LA R A Y 2 T
HEAUAL 1922 4 BOR BEAT 20 A0 41 A A L B it
T — 2T Xen (R IAL 2 4 54 B A 12 11 4R 41t
X BEOR 7 RSB A4 A A7 L SCAF 2R B85 1R) Zh BE L B AN
[7i) Jig UL =2 18] 54 5 280 TRAIL ] 3 o sk 26 422 11, AT LA
B A% Gt 22 A BPE RS i B AR S b L O R I H: T g
P AZAME SR o A AF A SOOI 2 R R
=5 2l B A B R S B R MR R R B, Bl T
B T2 A 22 2 OE R R0 LR AL T AU DAL
A K K AL A5 v DRI X i R 47 B R G AN ] AL
AT i B3t 58 g 14 22 4 P 5 O Aol o 5 Nk T o O 4
/0 B IR T7 20 KRR AR T 0 Al A7 ok /9 &
GEIT 4, (AR08 B A o ) S . S g 3R T,
AR SCHR HY B 2R AT R 3 S BN DR 3 R LA B 1Y
A SO R GEVT [ I RE o 100 e T AR B — > A 4K
PRI R RE S R 4 o 52 B 3 20 B 70 D) e . 2 A 4 it iy
PR DR A7 A5 R A8 IR0 D9 A 2 0 o R A A B
), B 5 28 G 0T B L A T 4552 L N

1 tHxI{E

VMM (virtual machine monitor or hypervisor)
S HBAE A TH AL 2 e B Al v R0 B g I AR 1 R X
BRI A B Ay K AL L 78 M SUUBL A R 40 A B A Y AR 4
Pl — A FARBENE B AEAE W FRAL J 28 Ayt
F MRS IR Ay Ry 3 2

D84 4 4L : Bochs , QEMU

QEFHE AL . VMware, XEN,KVM

QN R EHE WAL : Linux-vServer, OpenVZ

Fie BR K SULBL W0 4 9 Ah 1 A6 8, ST 43 Sy 2R

LA s 0 el 1 s, 2680 T VMM B 455817
TETHFEALEE F R GE L . B0 5T I B A 20 BE 2R S0 B 4 B¢
T H:rp B A 4 ) DB B4R O R AS R UL o Al i 40
BLFR R 2 PR L. 280 1T VMM I L — A~ 1 ] 72
FPrpE T e A S BRIE R G 2 B s
P 42 1) 3 8 B IR I R A R SR O i £ AR

IEERIREED

Lo ] || [t
ERRNEE IR
FPRUERIGL) \ 7 L HEUALL HERLHL2

R CIE 1)
C G ) B D)

(a) (b)
B1 B MR EN
Fig. 1 Type I and Type I Virtual machine
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and judgment of write expectation
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