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Abstract: To protect private data in smart phones, Android enforces a permission-based security policy.
PrivacyMiner, a tool for evaluating the effectiveness of privacy protection in Android, was designed.
First, 22 categories of private data in smart phones were identified, which were then checked to see if
Android could efficiently protect them from malware. PrivacyMiner was applied to 12 revisions of Android
source code, and it was found that 7 categories of private data were not well protected, as Malware can
read them and send them out without any permission. These vulnerabilities were verified on 6 Android
devices with 6 revisions of Android, from 2.1 up to 4. 4. 2. Our findings were confirmed by the Android
Security Team from Google.
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