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A novel anonymization method based on anatomy and

reconstruction in LBS privacy preservation

LIN Yu', HAN Jianmin', YU Juan®, JIA Jiong', ZHAN Huangbin'

(1. Mathematics, Physics and Information Engineering Colleges Zhejiang Normal University, Jinhua 321004, China;
2. Department of Computer Science and Technology, Fudan University, Shanghai 200433, China)

Abstract; Most of the existing methods are realized by temporal and spatial cloaking techniques. However,
these cloaking-based methods are disadvantageous due to their high computation loads and long response
delays, which lowers service quality. To address these problems, a novel technique, anatomy and
reconstruction, was proposed. This technique first partitions the LLBS query set into several equivalence
classes, making sure that each equivalence class satisfies the given anonymity constraints. Then it
reconstructs the LLBS queries in each equivalence class according to the predefined strategies separately, and
generates a new set of anonymous queries. Considering various privacy requirements, a series of anonymity models
were proposed, and a unified anonymization algorithm MBFAA was introduced to realize these models.
Experimental results show that the proposed method can effectively implement all the anonymity models.
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Fig. 2 Anatomy and reconstruction model
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Fig.3 Architecture based on anatomy

and reconstruction technique
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FHE AR TR IR S (7R 38 S E R AR AL B TR AT Bk A
VAT 4508 o 2% INBURAT X 2243 LT 6 2%
fat FRER 0 o= A5 A BRI ) P D 4 L 458 S 2T 4 L
b A5, TR 0 R 2N ST 1) e 2R
4.3 BETFSHEHBEARY (k. L.m) -ERLEZE

LIk Lom) BB, T8 3 ANEXS
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Boko Lom, o320 AR BB S5 A 2R 5 B R AR 3
A OFFM P A DA DT ks QFFEM T A&
W Loc 5 BFEIE XL E2DH I AARFEBHE; O
B b & XL oby AT m s @S M K A i)
AR B FAZ AR [) . B 4% A 530 vk Y SRV AR 2 # 3 fs 2 |
® 3 ARG 2R, g 3.4 AT, KA TE S 4
B Beib A4~ A5 20l R — 5 B9 29 o, 50 AT A A
T B (R L) -FE £ B2 ) B,

F 3 S 2 I, 75 275 8 LBS A i) th A J&
ML . LBS & 1Y Loc JBE R & HIXT 4 ob; J& 1.
FRATR AR AR ety 3 S A 6, LA R B e i
T 2 iR SRS Fi IR SR DOAS [R] A A A ECH
ke A2 A B A 2 IR PR IX A G B B TE R
T JE 20 RT B SR AN 28 MG 2 SRR YA T
Loc J&TEH obj J& 1 4 X i A 19 — 4 . 4> LBS #
T B 3T A S P AL ) R 7 B AR L A b S A A
buk<Loc,obj>>, H size (buk<<Loc, obj>>) % /= i
Hh e S E 0 AR BT P DR 2 e A% R 4y )
O30 A A DX 2R 1,2,3.450b) BIZE5I 6
Je ol R Al BROIR B Ch) | 5% U5 A o) | IR 151 16
Cp) HERLF Co) VI AR 2158 (o) HiAt Cod , 43 5 Ry
ra Py ss by o Rox HARZE R R H P AN AR A £ i
Bah. B3R 2 9 AT 2 A9 A, BT A AR 1.1
I A W% 3 RT3 2 A i A i 2

x2 EHRR
Tab. 2 Queries

id AN A

qi Cur »

1,(h,100,n0ow,0),(3,11))
2 (Cuz 52,5 (hs200,now,0),(3,11))
3,(h,300,now,0),(3,11))
Q@ (uss1,(r,100,now,0),(3,11))
qs (us +3,(r,200,now,0),(3,11))
4,(p,100,n0w,0),(3,11))
4,(p,200,now,0),(3,11))
4,(s,100,now,0),(3,11))
1

,(b,100,now,0),(3,11))

s Cus »
qr Cuz »
s Cug »

Q@ Cug »

x3 2HEREE

Tab.3 Bucket and capacity of two dimensions

B RElE EoA PERE R
H
A e me me s ey Ciko

1 {qu) lqut {qo}
2 {q2} {gs}

3 {as}

4 {@art  {gs)

NS HR 4 A ) A S 2 T LUK e KA
£ 5 55 W% (maximal-bucket first, MBF)T0, B4 4G
M size (buk<TLoc, obj>>) fix K AU AR H & £ 25 11, i
T BT XE 2 3 R 2 EAR O B0 . B S e A P AR
B AR S BIAR <4, p=> W IEE W (g5 qr b - FEHL
— A AN g SRS RE 2R BT TR B AT S 3R R, DA
R A e KA TP R R — A A PRI g,
TRAM<<2, r> KRB NP EEE g, RIFG 3 T —
NN s qus g5 b IR TE 25 A0 Y BRI S, PR
e KA SE TR 1 N — DN 2K, BRI R R IR
A AL kA S5 G PR, SRS TE 0 2 (ks L
m) -FE 44 BT R R 4 0 AR i A & &0 1 4
AR AR S v I AR I SR g o i — > A A 28 Y TT
H AT o AN A

I KA A 5 BE 44 5 7% (maximal-bucket first
anonymity algorithm, MBFAA) #fiif W88 4. 1.

Bk 4.1 wmORML e 4 4 53k (MBFAA)

A AWE D EAMSE R Lom

- B AT IR

/% PR B B x %/
OARHE Loc B A1 obj {H . # 1& —4E4H buk<Loc,obj>;
OEF AT
Q@ XA MR BERORIC, 44 E= Qs
equi_class_size=max(k, [, m)
for i=1 to equi_class_size
i A7 TE A B 5 WA AR 25 47 5
TE ARt WA 1 3% B de AR bule, A $2 50— 4> £
W gs
E=E+{q};
buk=buk—{q} ;
size(buk) = size(buk) —1;
if G<=D
JRE o 7% loc 45 19 BT 4 A 5
HG<<=m)
Briflc q 7E oby 4 FAYFTAE Al
else 45 WA it 72 5
end if
end for
B® BT equi_class size SRR BT O SRS 5
OHEFHEZE M EUNT equi_class_size;
/o FIRATIAE I B > = /
@for F R oTH
@  PEIH R AR IINE 2 58 B A SR e h il 45 A
W FE TN A AR 55 5
end for

0 e o6

©68 6606606 6 0
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ARBA: & T 5 M E B AN LBS IR 5 % 551

/% MR BE % * /
@150 545 W X 25 A S5 S HEAT 40 5
O Y 5% T A 5% W T T A X T A1) 3 4
@R [ 7 B 75 1) 42

WA AR o, BILEOL W2
YA T B TA A B RN R 28 EE S OG5
PR~ @ , 9 P1 I\ AEEA Al vk — > A A S A 2R
IR~ @, b BT 4y B4 A TR L A A ) AL BE— R,
BRI 22 B OCn) s 0 IR @) , 5> 2 ) i — I B
B AN OCn) s B IR IL KNG 1 B, o] DL &
nx kx kAL FEREE 2 FISREE 3, AT nx kA
AL IR 22 R OCnx k* BB OCn* k), FF LA
AL R 2R B2 O(w).

Sy, i % B MBFAA B FH ko Lom, 7] LU
SCIALE R AR SRR A m 2 RE M,
koD - (ks m) B (Lom) B, Chs Lom) -
& 4.

5 FEER

AR BN 2 4 R IR 55 B 2 A A R
ARBA J7iE#E AT WAL, 33 W04 48 AR 02 AH 5P 5 B89,
Xt T[] — 2 A 90— i B 4 A ) SRR e 2 U
HH L S A U] ) ABE A AL AN 2 A R L (EL Eh T A O
R MR 2 AR G 0 FH L ) 7 A [ T B
g5 A 22, T 2y e 2 Ak AR 55 R AY AL
Tk
5.1 REMiFMRE

LRI R MOy B 44 £ 30 P e R A
R P AL B e H A IR B R P B Oy B R XA
L AN 22 4

FEX 5.1 HEEARR B gds LA
TR AN 24 A A By He R T T (D R B 4

real ( 1 )

s Now 78 LA AR, Noon 275 B 25 AR AR
AR /N, ARBA J5 3k 22 4 m] DL 30 52 4 1) %O
S AT L TR SR 1 A BB B 45 A AR A LS
0 I Y ME S EE AR L PR L B 4
5.2 BREBREITFMHEDR

JIR 55 Jo dk 1T LA D P 3R A5 A v 25 R 1 e ) 22 R
FURE BE 2 A A B A et — BB 38 8 /)N , 2 1) 25 SRS JBORG
W, i 55 oG i B4, AR SCRI R LR 2 AN 48 5 i
ARBA IR 55 Fi 4.

Security =

CI) FERFEH RN

A 45 S RS JEE A BE B 23 BT ARBA 5k 1
i 25 Oh A 7 vk Y A I A R BRI ARBA 5 1%
AR [0 P 2 S A 9 8 45 2R, T I 25 08 2 19 7 9 2% [l
FI% 2 B 44 s A % 08 8 D 0 H R B 25 R

T ARBA %k TR 2 M B & . 2 3%
LBSP filt 55 s G 45, 4 35 i J37 5[] DR J A AR 55 Jo o
R A B8 N ik 2 R AR A 3 Y L A T AR
WY LR T7 1 2 — R R s A A0 S B RV
G FSF 285 28 RS ARBA IR 55 J5 B BT A
77k Z — R ITTEMT .

g

Sl

= (2
g

K, e | WM E RN, g BEMIHIAEL.

(D ERITTRE

MBFAA Sk g 4 %0 50 h 2455 M 25, 0F
BOR AR S N T — 2 B 4 A st
Ckslym) -EABR, FMRTLEOLEZED kDA
A1), FLIHG 0 B -2 R RN ) -2 R 1, T
LPREM I E A DS R E R £,
BI& A U A ) 52 M IR 55 0 . TU R Z , iRk
55 i #E OIS A B WU R 2 . %
NEEM R LR AW e |, SFMBADEH
g W 7 B 2 BRI ) U AR R B R TR T

L kEAEA .

Avereisize =

Red_ratio = 2 % 3)
GE LEREED,
Red_ratio — 2 | Ieie‘-7|[ "
B om- SRR,
Red_ratio — ﬁ?AL%%;im .
(kD -EAHEA .
Red_ratio = i | e \*‘rzla‘x(k,l) )
= ;
Chom) -E 47,
Red_ratio = i} | e \*|rr;a)|<(k,m) D
i=1 i
(Lym) -EBE AR A
Red ratio — > 14 \*]rzgr<z,7n> o
i1 i

(kalam)_%%%ﬁﬂ:
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Red_ratio — ) Lelmmaxthlom)
i1

|€i|

6 SLBWHERSHIN

6.1 XWNREERE

SR B PC HLINAE N 2 GB35 JH8 XUR% b 7
#EWN 3 GHZ. TATEIT— M ELAMS . F 2 sBEH
A — R AW, 2 A E — AT L A 22
X, AT AEA# 10 0004~ Iy 5 v, IF 1% B — A~ S 1 2 i)
G o DX ARG M T R B 4 A Y ). A BE AL A I )
AR BN T N s WA FE R — R Ab 385 35 4>
BN T BIME Ny o WD D7 52 25 1) 22 1 X 36 358350 43
A A Y AT A i 22 vh X

ARSCBETE T — A 24 LR, 4t
WL, WA g= (uid, loc, (obj, dist, time, prof) ,
privacy_type) B 2 s A= B — WA ), B R A AT 1)
AT 100, P AN/ T 10 000, 47 8 A& R 10
* 10=100(4. 1 §7) , A X LN 6 (4. 2 15).

TS ) ] A9 A A B AL A it A A, A3 4]
5 | KR A AN ] ) FEE 44 S AU AT 50 20, EE AL 75 4 AR 4l
AN T %) R S 6 180 R 6T 114 3 it 5 | 8 0 A7 A 1) F
Fy, SE BB 1=3, m= 3, Nuw =10, Ny = 100,
6.2 REUDH

7 R IE AR p-E AR (R, D B ALY
Chym) -BEZFEH Ch, L, m) -BE 24 BB B 52 bR &
S, PR S 3y L 55 4 o P 44 A

Bl 4~6 S =M EMFEME Tk A 3 284 F] 10,4
ot B 24 A5 ) BCSE A R AR ARG . Hob L R 2 A P
6 52 B BE 44 29 3R, RIS AT X 202 0 A S 5. S50 45
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Fig. 4 Real query rate of policy 1
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Fig. 7 Average size of equivalence class of three strategies
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