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A fast DFA construction algorithm by subset encoding

PENG Kunyang
(School of Computer Science and Technology, University of Science and Technology of China, Hefei 230027, China)

Abstract: Regular expression matching is the foundation of many network functions such as deep packet
inspection, which is performed using either non-deterministic finite automaton (NFA) or deterministic
finite automation (DFA). To meet the requirement of high-speed regular expression matching, DFA has
been the prevalent choice for its deterministic nature and matching efficiency. However, all these DFA-
based approaches need to construct a DFA from an NFA as an intermediate step, thus the DFA
construction process can be one of bottlenecks for the system. By exploring the inherent properties of finite
automaton — whether the NFA states simultaneously active and how the self-looping NFA states lead to
explosion of DFA state space — a state subset encoding and searching scheme was designed, and a new
DFA construction algorithm was proposed. Through experiments based on real life pattern sets from the
Snort intrusion detection system, the new DFA construction algorithm was demonstrated to reduce the
running time by 88.33% ~93.57% compared with that of the standard subset construction algorithm.
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Tab. 1 Characteristics of pattern sets

i S 4 s N R
g %iuJJ f 3] \x \x+ ;Cl ) [AC1 Ca) (
K KB \x % [c1v+ca] [creeren ] * exp
82 \s+
Snort-89 [33,105] 100. 4 1 1\s 494 \s * 85 85 10
1\S+
5\s 211 \s+
S -232 23,194 100.0 0 218 217 19
nort [ ] 2\d 1276 \s *
Snort-14 [27,216] 74. 4 0 1\s 2 \d+ 16 15 31
5 \s+
Snort-133 [12.76] 31.2 14 6\d 1 \s=* 118 11 103
7\d+
\d 1 \s+
Snort-16 [18,105] 43.6 7 Nd 14 \s * 11 5 14

1\d+
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Tab.2 Experimental results on real life rulesets

g NFA DFA  DFA/NFA  DFA i WA AT
W% RS RSB WEEN egemge kscms BN BSREE A W
Snort-89 3038 8 767 233 2 885. 86 8.36 GB 8.68 GB 9.47 GB 9.10% 11 904.50 s 765.75 s 93.57%
Snort-232 7 759 5958 268 767.92 5.68 GB 5.90 GB 7.07 GB  19.86% 5536.95s 604.23 s 89. 09 %
Snort-14 393 5 382 214 13 695. 20 5.13 GB 5.40 GB 6.78 GB  25.48% 5207.88 s 454.76 s 91.27%
Snort-133 1018 1062 943 1 044.19 1.01 GB 1.08 GB 1.28 GB  18.67% 1535.79 s 108.18 s 92.96 %
Snort-16 229 33 300 145. 41 32.52 MB 34,49 MB  38.16 MB 10.66% 19.04 s 2.22' s 88.33%
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Fig. 4 Trend of running time required by both methods
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Tab.3 Optimization of memory usage for our method

W7 B 1 BT I
e — : — :
IR A Wb e AL i iR W
Snort-89 9.47 GB 1.11 GB 88.32% 765.75 s 448.95 s 41.37%
Snort-232 7.07 GB 1.38 GB 80. 44 % 604.23 s 430.60 s 28.74%
Snort-14 6.78 GB 1.65 GB 75.70% 454.76 s 316.60 s 30.38%
Snort-133 1.28 GB 0.27 GB 78.89% 108. 18 s 573.14 s 47.01%
Snort-16 38.16 MB 5. 64 MB 85.20% 2.22's 0.76 s 65.60%
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