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A research on control-flow taint information directed symbolic execution

HUANG Hui, LU Yuliang, LIU Lintao, ZHAO Jun
(Electronic Engineering Institution of PLA ,AnHui 230037, China)

Abstract: Aiming at generation of test cases covering the potential vulnerable program points and
combining generation base Fuzzing, static control flow analysis and static taint analysis, this paper
proposes a directed dynamic symbolic execution method. By Fuzzing the test cases which could reach the
function containing the vulnerable program points are generated, leading the symbolic execution fast
towards the vulnerable functions along the denoted single path; By making a static control-flow analysis
and a static taint analyses in the vulnerable functions, the control flow taint eachable slices are calculated
directing the multi-path dynamic symbolic execution towards the desired vulnerable program points.
Experiments prove effectiveness of the method in mitigating the path explosion problem common in
symbolic execution applications and in generating test cases that trigger target vulnerability.
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&% 2.1 TargetCFGPath(CG,CFG,4, 1)

entry = f. entry;

new_cfg =CFG[ f];

/A T BRI L 30 B BT R

passed_funcs=get_passed_func(CG, f);

if(passed_funcs ISNOT empty)

foreach func in passed_funcs
new_cfg = integrate funcs( new cfg,

CFG[ func |
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end
end
preds = get predecessors(new_cfg, @) ;
succs = get_successors(new_cfg, entry);
nodes = preds () succs;
return nodes;
end
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Figure 2 Control flow graph before inlining
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OUT[ J=
patch(CFG,. ,entry) ;
foreach <State; , CFGy.bb in CFG,. do
if bb is not CFGy.. eytry
OUT[bb] = |
end
end
while(FA~ OUT fHR A E2) do
foreach bb in CFGy. do
if bb is not CFGg.. entry
INLbb] = A pe preacy OUT[P]
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end
end
end
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Table 1 Basic information for real world defects

Bug# [F] A Bug %k Bug B)¥ N
OSVDB NAE cam2pc. exe  cam2pc. exe
91256 EIB7SvL] 0x591ff0 0x5920b2
CVE s flvff. dll flvff. dll

R
2010-3000 0x613ecfb0  0x613ed255
CVE . gdiplus. dll  gdiplus. dll
R
2010-0028 Ox4afc3844  Ox4afc39be
EDB WNAF gdi32. dll gdi32. dll
15034 i) 0x77¢f9d95  0x77f17216
NTAudioln- NTAudioln-
EDB WA forma-tion forma-tion
24880 ek via) 2.dll 2.dll
0x238bd30 0x238be98
CVE WAEIEE: CoolType. dil CoolType. dll
2010-2862 PHlA) 0x8010d37 0x8010df0

L. Forf PreBlocks AR 2498070 Hr AT F Ak e& & A
HRIEABAYEH « PostBlocks FAE L1805 Hr Ja H bn
PRI N R EE AR B B H
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Table 2 Basic block reduction for directed symbolic execution

Bug # PreBlocks  PostBlocks Rate
OSVDB-91256 27 12 44, 44%
CVE-2010-3000 84 35 41.67%
CVE-2010-0028 36 26 72.22%
EDB-15034 31 10 32.25%
EDB-24880 275 63 22.91%
CVE-2010-2862 59 9 15. 25%
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Table 3 Path reduction for directed symbolic execution

Bug# PrePaths  PostPaths Rate
OSVDB-91256 60 21 35%
CVE-2010-3000 474 65 13.7%
CVE-2010-0028 124 15 12.1%
EDB-ID-15034 40 5 12.5%
EDB-1D-24880 1380 76 5.5%
CVE-2010-2862 185 2 1.1%
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