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Defence mechanism against wormhole attacks based on grid

WU Yichen, ZHANG Shuguang
(School of Electronic and Information Engineering » Anhui Jianzhu University, Hefei 230022, China)

Abstract: A wormhole attack destroys routing operations, affects the node positioning, and poses great
threats to the security of the entire wireless sensor network (WSN). Aiming at resolving this issue, the
grid based wormhole attack defense strategy was presented. Through additional grid properties,
information was exchanged with nodes in specific grids to detect wormhole attacks, including attacks from
special wormholes with the forgery and tampering ability in a network., thus greatly reducing damages
brought by wormhole attacks. The simulated experiment proves that malicious nodes can be effectively
detected in an attacked network if this strategy is used.
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Fig. 5 Node detection of type 2
if(aNoders,—m) received Rya.)
Node ndiscard Ry,

else go on.

/H\:EF' ’ aNOde[Zﬂ*m] IEIL::J:IE? IW*% [277(;11) 77”(311)] '4:' E/‘J ’HEJ%":
T

THOL 5 8 e DAEE Y A
ST

i B G g S L R N E D R D S S = 9N O
FEIE 9 ANAg b (AN &l 5 R @A),

WERAT S m % R BB UE M5 B Ok A5 4
P B po s WL O Y FGID 12 5 R R 4y 5
T I AR YO S Ao b (R 5 i R A%
22.23.32,33.,42.,43. R AT 5 n TE KA FR 51U
FRIPI RS N, QA% 42, DA S 2 32,33, 42,
A3) U9 A JE I B R0 A B AT AR L T

F14 388 5 2 L X ]

FEEAFIE L BT LA 05 n B T RERB R B AN
m FERM TR po IR R AL IRBERE W th Y
Hopy BEEFARMGER ABRAY A py 19 GID 2
P R m B IR PR AFAE Y BT LA R
TCEMCEN A py HEERERIE B BT AT A n
AT LA LG A 1) 365 I 245 SR R A I R e . AR
R
if(Node, received R
which Rop==m
&.&.
Node, can not received R’ g
which R’ cip==Rean)
Node n discard Ryu.

else go on.

Horr, Node, ZFEHIE T M 7.

im%%‘)ﬁ m %E&E@ Fop Kﬁil@?ﬁ@p‘] ’ )”JJ
PEREAEN A5 m PITTE B RS A T8 5 — 19 A D Bl
BYFIWTY 5 405 58 p. T 5 p I 5m AE )



%14

AT P B BB 2 R Sk A 5

— IR IEF AT T p 5 m AR VE R
AHE S BIr LAY 55 p AMURERE R R som T R 1Y
KHT A py EE R IE R S p HIE
KAEAIE . QiR H RS Bl B % & AR B To ik
PRSI B AR BN AT LHI DB X i T2 A% 8t I 4% 1
8 A7 AU S AR AR S L T AUGA B AH [

WNERAT A5 m e I RS N A AR 5 — A1
R AB AR 55 n B EVEE NS A5 po BT
T DA A 418 P8 At PO A A A 3 sV A il B )
I AN S PR, RN T AR p o FEAS 24 H, 0
VEFEMIE 23 rh AR T s VR R A BT A L
WY 8 AT AL p 53 BIAEXT 1 e 1 793 it o 4%
B2 i n BTSN S0 55 po BT AE RAK
AT R m FTAE— A, BT L JC k226 456l B 4
TR R A A 3 v TR YT ke gk 2k SR AT Bl K
W9 a5, 099 55 W DAGERBE AR 43 N AT s B A h
()0 A o P R A )T B AR 34 P Y ASAE Sl
BN B3 55, e 250 iU D e

FEN R T s R LT . T RS AR T
LB Z I — 0 CAnE 5 A 55 5 A AR B A%
23.33.43) BN T BRI BR T E T s (R AE AR
TR ARSI D SMEA AT A AT s AE AT
FECTC B B AW S O 2 i U
Tt i) D BRRRE OC % Hh 5803 7T D& A e A i 1
T A EHE RS AATE W5 n R m I A AL
P A S 43 ORI Ak 1 A e, JUT D HR ST T X )
2% T 1 [ P T B R T 5 1) B Sk R AEG, X sk Aol 87 4D
T 1 52 M AT /N,
3.2 ARKEE

B T IRR) 284 457 L T D) 286 v A B A7 A A b A 2 )
RS —JC T, HICLRAL s W 4% B IR A
REL P R a5 A SR s ) AR SR % I AN SR T A 49 A
TE B YRR B ESCHE B &R 2547 PR b S TR A T AL ] ] el
WA EERET , B ERGE AR KW RELE, H
BB R ER I, B AR . IR
TEOLT S X T2 T 2k A% B8R 25 I 28 1 FH 07 X S5 40—
R T B ARSI ) o LA — 52 A0 R 1] 8] B R B Xt
Lo — AR B BRI AIL ) s — BRI & 30 A7 31 45
2 1 HOR T, D)4 /)N st ][] B 5 an SR A & B
i s DUV 52 400 4 B ] 1) o

A s o] ) B 28 20 F

T
Zi’g’lAA;

Hor, T Jgastia ) s . H

T =

H

AA = 1.5 & R 21 Bl My
— 1. 5F ¢ BTN ) B e
IR A AT AR 3R S A7 2 o AT e 31 8 3 FH 5
W Bt g T VAR . — A s i )l S o R
FIRAE SR M (9 A R MR AR A 5 SR T 552 B i P R AR M 4
B N8 I RIS ] 1] o SR 25 338 AT Al ] BE A 2R Y
it

4 (HESSBESH

4.1 REUDH

4 B ML IE 55 1 i B 0 DT YT AR T R R T
N = NER W Sy SO B3 =2 Si0k el
L. SRS DU R A AR R T B R KT
BT 2R A R I A s — e R I R R S
HRC1A A T A7 SR B s R o 1 7 1k, AT LA
I 5 Y A BT YT A TR TE R A s M 4% v
B B AR UE T HR IR 5 R G .

e T SR O o R i s T e e s 2 N
I, v RE 23 H TG TE R B B W s A Ol X
R B AR I 2R 2 AT — e e, FE LI O T 5 HUR
Tk s > 9 15 35 20 AR X B AR, A2 K 22 808 F Al >R
A5 B TCRAL IR R 25 v, o TARIE— & 115
RS TN 245 330 B L 5/ 2t B A OO

2 o 2 20 0 N A 1 S B D DR Y
A, 23 A AU B o 0 32 T80t 3 A i 0, X A
W AERfR B A R ) (E2 e R Mo gl T —
e IR o A 2 — L AR A A TR M 2
G IR A, 456G SCERL16-17 J52 i e AR I
i BB, AR SCHE Y 7 Tk RE A ARSI 3] S
53 B B
4.2 ZTHOW

ARSCHE LT RS (4 AR SR W BT A 2% 19 I 52
e Bl Bl A A A A e TR v AR S — Ik
FIWHE T, S — Tk R 2 A 5 R A I ) it I
PRI — R F Wiz 5, S5 9 — Yo o i 75 22 5 4R 3T
S BOE . R T, 8 SR e S B, S A
pay S

AR A SR WA 77 w058 B B0 0 P A B
B SRR AR ARSI B B, 5 A B AR
M EE , 3t F BRI (75 20 SR BREIOT LB AT
A2 AR Y G A DA SRS 2 41
(B 7 28 e 1 B g SR I I 5 L B AF AT a7 B
ZEA VL LB R SR S I A B K,
BATEAEAL , S /N AR 7 =, i H R R



6 T EAFHRRFFR

% 49 &

TIE A 2 ARG 2, SCREAG I HE EL A Bk A g Y TR
Wik,
4.3 {FEXE

A5 LA Matlab S 475 B 15 %65 74 ST 4 1)
TRAS ML T PERE AT, O BLIC I e B . 15 A4
500 A, 49 S B HLA A ZETE A 3000 m < 3000 m (1)
I DY, 5 100 A PIAS , B34S AS T B 300 m X
300 m, K IFESERT ] 10 £ 20 FD.

1 ELARF L JA ] P, [0 o B AL [) 7 B BT P A% DY
A AT X A — B A g R I T A R AL
A B S MG s o i GID FAE
2 T R 9 GID # A BEHLAE R,

6 R T 7E U X A5 — e s
HLHG » T 1 A SRR AR« 7 o AR 2 3
Yk BT A5 ™ o AT g ARSI B o A L IR
R B DX 3l A A S5 0 — B s 5 i A 7
TR s — A FEH BT S AR T ROR B a
HBELL A B S A L K R 5 A S B IE B
X3, FE 3 /R A5 3E A5 Bl P A A 3 S
273 A~ AT e AR ) T O T

10 « * =
o L g
o| 47 M EABRINRNE
- * . * S [
LA TP A 3 Ay
8 * » . Coew p o -
e B 4t *r . o *
- * * % . L
7 i e
e
. ¥
6/, *
5] I
boal
s
4| . e *
. N ek T T
. -
3. L . Lt "
2| ry et R
»
LR
1 -t -
1 - *

I 2 3 4 5 6 7 8 9 10
B 6 1EMAMIER _BERRUNHIEETAET R AHERES
Fig. 6 Relevant status of all nodes after calling

detection mechanisms for level 2 attacks
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